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illegibility. We don’t want to be known or understood by the State.!® This means, for
example, the choice to have a public demo versus a spontaneous invite-only demo
versus a secretive direct action have strategic, legibility, and security components
to them.

With the changes proposed in this text, the film could have been less a motley
crew stumbling to success and more a display of expert action. It might have taken
away from the underdog feeling, but then again, there’s a whole (informal) genre
known as “competency porn” that’s fun and thrilling for entirely different reasons.
Maybe I selfishly want such a film to have been made so a partner and I would have
spent less time screaming and throwing popcorn at the screen while watching it.
Maybe I altruistically want such a film to have been made so that when others go
out and do even minor actions, they aren’t following a dangerous template.

It’s just a film, though. These are just some thoughts from one person, which
is to say, don’t take them as absolute statements. With all matters related to se-
curity, always get a second opinion. Find multiple sources and interrogate why
they disagree. I have my biases based on my various positionalities, and in particu-
lar where and when I operate. Read this again in 10 years, and maybe new police
tactics, surveillance tech, or the political climate will make the film and this zine
feel woefully dated. Or even today, the newly proposed script would not reflect a
realistic struggle in a region outside the so-called “west.”

Cultivate the dangerous weapon of critical thought.

For more on this, see James C. Scott’s highly influential work Seeing Like a State: How Certain
Schemes to Improve the Human Condition Have Failed.
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changes on their behalf. Examples might be shutting down pipelines,
blocking the movement of goods, sabotaging equipment, making cars
inoperable, or even other activities that might be labeled as terrorism
by the State.

Security culture is the broad set of norms within a scene or network
of activists that aims to combat repression and prevent the leaking of
information. Investigation, infiltration, and snitching is how you get
caught. Security culture is how you counter that. Operational security
(OpSec) is a related concept. It’s the methodical process of analyzing
what useful information could be gained by an adversary and working
to prevent that.

Activism in the so-called West is largely symbolic, based on the spectacle of
mass protest or small but (allegedly) media-savvy performances. By default, ac-
tivism appeals to progressive notions of pacifism, eschewing violence and all forms
of direct action. It works within the system and uses “official channels” in pursuit
of change. Many might want to move beyond performative acts but not know how.

As humans, we get inspired by looking to the stories around us. Some might
take inspiration from this film. There is something powerful about seeing radical
action happen on screen and having the activists portrayed in a positive light for a
change. Much of the climate movement is not tightly involved with “classic” anar-
chist or “left” organizing where there is a wealth of historic and recent knowledge
about direct action, security culture, and anti-repression work. Even further, basic
activities like putting up wheatpastes might be hardly known or unclear in their
methods or function.* Perhaps the film has inspired you to try something new and
direct, and if so, let this text offer some commentary on what may have been mis-
represented or ill-advised.

Please notice that I am conspicuously not making a direct comment on the utility
or desirability of the type of actions portrayed in the film, nor whether such acts
are even remotely feasible, nor whether it’s safe to attempt to create such devices
at all.’> The lessons we can learn from the mistakes of the characters in the film are
instructive for many other scenarios.

And finally, the film takes place in the present day with frequent expositional
flashbacks that, in part, lead to a dramatic reveal later in the story. To more clearly
show how the individuals were radicalized and how they formed then carried out
their plan, this discussion will use the chronological order of events.

“Luckily, CrimethInc. has a guide for just that. See A Field Guide to Wheatpasting.

SDoing what the crew on screen does is not without risk. On October 31% this year, not even two
weeks ago, an explosion in an Athens apartment killed one comrade and seriously injured another. See
Those who perish in the fire of struggle never die for a statement about the death of Kyriakos Xymitiris.
https://athens.indymedia.org/post/1632529/.
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At the pipeline’s service point, Rowan suggests that they don’t break in until the last
possible second. Because of this, two oil company workers show up looking for the
downed drone. To prevent them from reaching the drone and either finding the bomb
or getting killed, Logan slashes their tyres then runs off. This gives Rowan a chance to
shut off the oil flow, and after she sets off a second firework to signal that her work is
done. She catches up to Logan and texts her handler that she needs assistance. Before
the bombs go off, Dwayne goes to his usual pub and has a few drinks to create an alibi
for himself.

Perfect plans and contingency plans revisited. The crew’s entire plan re-
volved around playing the FBI so that they would believe only Xochitl, Theo, and
Rowan were involved in the incident. Logan was spotted at the service point, and
Rowan shut off the flow while he was being pursued. The two remotely detonated
bombs went off immediately after. Rowan had to call in for help to her handler
and then later lie and say she didn’t know what was going on. It is honestly un-
fathomable that the handler would believe her story. The chance arrival of the
two workers in reality would have likely completely ruined their plan because now
they have a description of one additional co-conspirator, and in particular one who
is known to the FBL

Seize every opportunity. Following from the previous point, Rowan was
wrong to have waited to break into the service point and shut it down. Their plan
was already actively under way, and there was increased risk of getting caught be-
cause of that. There was an opportunity to act, and she should have taken it. What
if they couldn’t scare off the workers? What if the workers caught them and called
the cops? Would the others have set off the bombs anyway? Surely the workers
would quickly shut off the flow. That might have been their only chance to achieve
their goal, and it had the added benefit of being less likely for them to have gotten
caught because no one was around. An opportunity not acted upon might mean
having to later act at an inopportune time.

Alibis should be believable and boring. Dwayne seems to be known at the
bar, and from the bartender’s reaction, it seems his presence there in the middle of
the day is not unusual either. However, he draws attention to himself by drinking
more than usual to the extent the bartender says “Goin’ hard today, D.” Writing
down the full plan of the least suspicious thing one could do is helpful because it
forces actions to be calculated. In Dwayne’s case, how long does he need to be at
that bar? At what time and for how long? What is a normal number of beers for
him to have drank in that period? Would that be 1 every 40 minutes? What should
his pace be? Could he fudge the number a little lower to stay a little less intoxicated?
When we get nervous, we act “weird,” and this can be picked up on by those who
know us.
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that they’re not “strangers” They’ve met a few times, but not enough that Xochitl
knows it’s Shawn when he calls.

This is not enough to establish trust, however. Simple undercover agents, deep-
cover infiltrators, and informants exist. The SpyCops scandal in the UK and parts
of the Green Scare in the US are key examples of this, and both specifically targeted
eco-activists. But more than that, even small and peaceful student groups have
been targeted for surveillance by domestic intelligence agencies. Cops might en-
gage in entrapment where they goad activists into illegal actions that are then used
to imprison them. Engaging in minorly criminalized activity (e.g., tagging) with
someone you just met might only be a minor security risk, but discussing bombing
“critical infrastructure” is extremely risky. Another option would be for Xochitl and
Shawn to attempt to verify each is who they claim to be.®

No half measures. Xochitl and Shawn both understand that their mobiles are
“unsafe” in as much as they could be listening in, so they put them in the fridge
because “common knowledge” suggests this prevents the recording of their conver-
sation. First, doing so doesn’t block sound; it only muffles it. Second, the fridge
doesn’t block signal. Both of these can easily be experimentally tested. Even if the
fridge did block signal, if the mobiles are recording, the recording of their conversa-
tion could be sent as soon as the mobiles regain signal. It feels “right” and “secure”
to hide the mobiles, but it’s not enough to be actually effective. Further, Xochitl
likely has a laptop in her room that could just as well have State-sponsored mal-
ware on it. They would be better off having this conversation while on a walk with
all their electronics left behind.

In Parshall, North Dakota, Michael gets in a fight with an imported oil worker. He
goes home and then gets in a heated argument with his mother. It’s not the first time
this has happened, and she says that she can’t keep lying to the police. He stays with a
friend and gets a job at a supermarket where he buys supplies to start making blasting
caps. He records his process for his channel Boom Talk. On it he says, “If this works,
then it’ll be step one to making our own improvised explosive.” While doing this, he
gets a message via his channel from the user Xochitl.Fuentes that says “Hey — you’re
getting really good. Can we talk about a project?”

Don’t draw attention to yourself. Michael either already has a criminal
record or is at least known to the local police. In his heart he has intentions to
act against oil companies, yet he films himself specifically saying that he’s making
homemade bombs. It might be legal to discuss the creation of blasting caps just
as there is quasi legality around 3-D printed ghost guns, but if one ever intends to

®See the texts Stop Huntin’ Sheep: A Guide to Creating Safer Networks and Confidence Courage Con-
nection Trust: A Proposal for Security Culture.
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blunt, and Theo reveals she has a whole stash of hard liquor. Despite Shawn’s and
Xochitl’s disappointment, they all(?) get drunk. In the morning, in various states of
groggy hangover, they get to the day’s work. Before leaving the cabin, Michael says
“Alright. Last chance. Anybody want out?”

A clear head matters, actually. Sobriety is itself a loaded term, one that
implies purity or that there’s some default ground state from which we deviate
by taking psychoactives. Reality isn’t so nicely delineated. Medication — includ-
ing cannabis — might help us be more “clearheaded” if it helps with pain or focus.
However, genuinely medicating is not the same as assuming intoxication — even
minor intoxication — doesn’t negatively impact our focus, judgement, or perfor-
mance. The crew is in an unfamiliar place full of homemade explosives, and they’re
trying to leave no traces. Drinking is only going to hurt them. Nearly every activist
has a stack of stories of meetings, protests, and actions that went awry because of
intoxication. Planting bombs while hungover and underslept is freakishly irrespon-
sible. The crew should have established that intoxication is entirely unacceptable,
and Shawn and Xochitl should have more clearly intervened.'®

Identify the point of no return. Exactly when the possibility of escaping
prosecution becomes negligible is never easy to pinpoint. Conspiracy to commit
a crime is still a crime, and it’s likely that once the specific plans were laid — the
target, the means, the date — that all members of the crew were facing significant
prison time. Perhaps backing out there could partially spare them, but by arriving
in Texas together, they are (likely) fully implicated in the plot. At this point, backing
out creates more work and removes redundancies. Whoever backs out might not
be spared any time in prison, and doing so might make it more likely someone
else gets caught or injured. If possible, in the planning stage, they should have
identified these key moments and impressed on others that beyond such points,
everyone needs to be fully committed.

They all head to the first location to plant a bomb. Those who aren’t planning to be
implicated in the act wear thin gloves to avoid leaving fingerprints. While planting
it, a survey drone flies by. Shawn suggests it’s just using lidar to check for erosion.
Dwayne knocks it from the sky. They finish planting them bomb then split up. Wearing
disposable covers over their shoes, Rowan and Logan go to the service point to wait for
the signal to shut off the flow. The others go to the exposed segment of pipe to plant the
second bomb. While planting it, it falls on Alisha and breaks her leg. They manage to
plant it anyway, then signal their success using a firework.

Do extensive reconnaissance. Had the crew done more reconnaissance of the
area, they might have known that survey drones are used. Or, had they done more

8This is very likely the case — but it isn’t guaranteed — as I didn’t research the specific models.



‘3138 03 20e[d pooS e st opedrg

981009 snowmny) oy Aq sj1sso] Sutyjppm 4oyiQ puv Uo7 Yyl SSHpY ‘SIY} UO IOW 10 ‘SI9[[eMm SIOPed]

1191} SuI] 03 Asuour Y113 1Y) SI[ND asnqe ([enxas) param isnf a1 4313 10 ey, ‘sfeod Surasryoe Ajrenioe Jo

3suadxa a1} Je UOTJRZIUBSFIO UMO I131]} SUTDURAPE (918I0APE A[19A0 5BI] J® 10) Jnoqe A[urewnid ared uajjo
oYM $3UO ‘s3I0 IsTyoIRUE-}STULIOfR]d IO ISIEIO0S SSA[ISN 03 PEd] USYO A3} I8 JI9Y} 2I9YM pUy,

‘Juage (Aouady

JuawadIoJuy SnI() VAJ SN B Sem Ueunry 3¢-p[nom st “pa[[df Uuadio) suiny) adLodwo 1auLio] sy aaey
0} pat1 A[pagafre sor[dioxTewr qom YTep peoy NIIS Y3 JO (S119q0Yy eIld Pl V) WOLIqIN SSOY,

uaAd 10 201[0d INq ‘SWIR[D Y OYM } UST UMBYS JBY) A[PNI[UN 2q JYSTW I '9SIMAYI]
op AJISEa SB JOUUR) ToAIMOY ‘QUABM(] 'S, UMPBYS UM JUSUIUSI[R UT 918 JOB 0] SSaU
-SUI[Im pue SJa1[3q ST JBY} PUB 3q 0] SWIR[D Y oym A[[edrjuayjne st sukem Jer)
aIns AJqeuosear aq ued umeys ‘Isnij Surysiqelss yo s[rrad panunuod ayy,
Y31 o1 jupm oym ajdoag puvy ay1 mouy oym ajdoad
‘a1ay 1no a1 oym 2]doaq, 4of Suiyoo] s.af nok a1 ajdoad 3aaut 03 s1 paurof [ uosvaL
Aquo ayy ~syons araow ayy  sAvs pupv unos Juam maiadajul ayy 1a1fv 1S 1oy auioy
$,21I0)] pup S, 2UufPM(J 0] SUINIIL UMDYS “UDIIIUYII] OIPND Y] ST UMDYS 24dYM 19D
-wiif v £q 21IDY] 2fiM STY YIIM PaMaIAIITUL S, Y STY] SUIMOJJO] "pUD] Sy 22135 0] SUDIUL
p3a] asn Ajjpnjuana sarunduiod 10 ay] A14ado.d sy ojuo Suiwios wo.f siayiom Aund
-W0d J10 4232p 0 41p Y3 ojul unioys v sadyf puv sdvay sAv] audvm (g ‘svxa] ‘DssapQ uJ

“UMOUNUN JUOIOS JA[OAUT A[JOIIIP 0} PAIU OU S 2IY], “J[9SI9Y saarsord
-X 9U[} 9JB2I0 PUER S[OUURYD YONS II}0 SSOIJE UOTJEULIOJUT Jetj} AJLIDA PINOD [HYI0X
PUE ‘[QUUERYD ST UO SPOYISW SIY [[€ PAIUSWNIOP SeY [SBYII TnJoIed A[oUIdIIX2 9q
0} pajuem s J] ,ISNI} PIIng 03 sAem Aqreroadse ‘quawasowr a3 ojur syutod Arjus
jusrornsur Sureq 219} JO 2SN JOYIIS JOU Op UIYJO 1] [eSI UT SISTATIOR ‘S[[IS
a31sTbaI oY) YIIM dUOAUE 0} SUONIIUUOD dABY } USIOP [HYI0X MOy 1] Isnf “dn
PIIng 03 awir} Suoj & 9e} 2501} INq ‘SIY} 1] JoSUeIS € [[ed P[OD 0} PI2U Y[} 93e313rux
drey ueo 3snuj jo syromiau peoxgq “uorurdo orpqnd Suruiny pue SUTIIPIOSIP INq }SALIE
ATrressaoau 3 ust asodind asoym sejrrop 30afoag o1y sdnoid ayearrd oste 3nq sorjod
Aq no parrres 3snf 3 uare sysianoe jsurede s3ung (1z2-8102) PeIYS ueloi], uoryerd
-dQ jo 1red se WONV dde Surdessawr pajdA1ous axej 9y sk yons sjad1e] 9816 2ARY
Aoy uaym xa1duwod a3mb aq ued sSurys Yons awog "saArsojdxs 10 surreary Suiseyod
-d AJ[eSa[[t 10 ,usuniry 911y 03 SUD{OO[ 950y} SUSILIR 10] PIsn d1e sFuns ‘A[qeIoN
"S90IAIAS 1191} SunjoI[os 10 Furirdsuod-09 OJUI SISY0 JOBIPE 0} IOPIO UI S[BUTWILIO
areuosxodwr A9y} a1oym suorjerado Jurys asn [[im suordar Auewr ur 90104 ‘uostid
UT SOPEOIp [BISI] 2 URD U0 A pareusud urdaq jo saouanbasuod a3 jnq ‘orex A[oA1n
-e[o1 ore sguns se aurnuagd st uosrod 1930 ) ‘@Aandadsiad s [9eYDIN 10 S JIYI0X
IDUIIO WOIJ JoU Uey} A[MI[ IO "WIY [IIM SUIES [} Op } . Ued [IYI0X PUE ‘ST [IYD
-0X oym Jurmouy Jo Aem ou sey [oeydry ‘sjodLouoy pue surs Jo aremaq
‘uorjesnsaAur
10 ISI[}IOYS 93} UO 2q 0} Juem } UP[NoMm AU} ‘AJIAI}O® PIZI[EUTWIIO I0J WIAY} Isn

*S[PpOW 0Y10ads 9Y3 YoIeasaI 3 UPIp [ Se — padjuerens 3 UST 31 Inq — 35D 3y} A[PI] A194 ST ST, ¢

v svy ays jpyj Suivs smojof uvbmoy -Juryurip ayi sagpIusul 4aylnf up3o7 poay
ADapd v daay puuos asam am ySnoyy [ ;1oyodp Yl yum s pym oay —sAvs umovyg
yo1ym 01 j0y03]v Jo ysvpf v 1no synd 0y usuUlp SJJ1LS pup ALdwvd Y SIYDPW MALD Y]

"quioq 9y} Sunjuerd a1039q Y311 oj0y a3 SurdSIp pue A[Ies SUIALLIE JO
191199 2q P[NOM MdID YT, ‘UT 31 suoyd YT JT SS0I0® SUTWIOD SIIOAN "ABp [[NJ € 0]
95010 SUIY}AWOS 10J SNOTIA]O Y[ ST ‘PBOI 1IIP B 0} IXaU A[JOIIP D01 o[} 1Y} SULIUW
STYL, 31 9oe[d A[Tenjoe 03 Ioje[ yoeq SUTUIOD JO UOTIUSIUT Y} YIM [0y & JIp A9y}
:soseyd om} ur squioq 9y} Jo duo sjue[d ma1d YL, ‘dIu0 AJuo }281e) Y} I
"} USBY] MOT[aWIOS 3S[a FUIIAToA9 JuTInsse ‘paprex
uray} 198 03 YInoua A[XI[ ST SUOe SIY], “Id[pPUeRY I3 0} sSquIoq pI[quuasse AJferired
Jo saanjord spuas ays JYSTU Jery} Io3e "I 10J STeUSIS 9YS 9I0J9q JUIOD [[IM PTel & JI
Moy 3,Ued 9YS “I9Y S[[3} IS[pURY Iy Jeym smou AJuo uemoy -judsard aq jySru
SIBD YOTYM YIIYD 0} IJI[IBS BIA UIAS IO PUNOIS Y} UO SUIEd} A0 UM IO
soue[[roaIns juspuadapur Surop pue uonedo] 1oy uo dn Sunyoayd 3,ust [ Y3 18}
99juerens jouued dYS IA[pURY [g] IO ILM 9JedTUNUIUIOD 0} J[IOUX IIT] SIST UBMOY
‘payoeI} 39q 0} pawinsse aq p[noys 3d1[od Y} 0} UMOU SIITAIP IION
'S90®I} J[E SPIY 03 A[OYI[UN dTB SPOYIU 25}
INg ‘quIOq JO[[RWS B YIIM DUIPIAI A0I)SOp UL} pue dn wea[d 0} SaLI) 1938 MIIO YL,
‘syjoeI} 214) pue sjuridjooy SurAed] 21 A9Y[, "PUIYdq SWI 2ABS] JYSTW ASY], IS
pue ‘ssid ‘saxey unys ‘Irey e1a sade1) YN Suraea] s A9y} ‘JyStu a3 Surpuads Ag
"A319doad a3 uo 300J 195 2ABY PINOYS SI0JeIIdSU0I-00 I9Y}0 Y} JO SUOU PUE ‘UIqed
9} J& U292 I9Ad 2ABY P[NOYS UBA S [IIYO0X A[UQ "UIqed a3} Je qe[ 9eJ B Pajea1d
ua1y} uoredo[ 2jeredas e je squioq 3y} paredaid aaey pnoys LY, 'SUOIBOO] OM]}
1SBI] 3B PI2U A3} USY[} ‘MIID 3} JO SISQUUDW AT JOY}0 3} JO SaJeI} J9Y}0 J0 YN
OU U31M WdY} 0} sjutod AJUO Jet]} 90USPIAD U}IM UOTJBIO] U0 JSNED 3q 0} JUeM 0T,
pue PIooX J1 19 oY} Aq 1ySned A[feuonjuajur 398 19)e] 03 29e[d & se pue ‘saarso[dxo
9} ayewt 03 doe[d ® se ‘uorjerado ayf} 939[dwod A9y} Iy WY} 0] sydelreq Arerod
-way se :sasodand 92113 10J UIqeD 3} SIS MIID Y], "suoryedof saydnnu asn)
"00} SIBD IdJ0 Y} [[€ P[NOD OS ‘UBI[D WL S 210J9q Id]
a1} p[o3 ays yeym uo Jurpuadap pue ‘8nq e aABY P[NOd Ied I9H T Y} 0 UMOUY| ST
uemoy Jey} mouy Aot} et} puokag 'uorjeSnsaAUT I9Y}INJ 10 ISI[ B 0JUO WY} 193
pue pes[ A1949 MOT[0] A[enIuaAs 03 Sunyoeq reonrjod pue ‘Asuow ‘OuIr) 9]qBISPISUOD
y1m Aoudde ue 10J ySnoud 9q JYSTU 3T INg WA} }OTAUOD IO JOTPUT 0} [FNOUD 9 J0U
JYSTW STYJ, "Wy} 0 Je( [TRI} B 9ARJ[ [[e UOSEM UOTJe]S S UBMOY pUE s ue30T pue
‘Uepas S BYSI[Y ‘UBA S [HIYI0X "Snordrdsns 3 ust Jety} auo AJuo ot ST yonij s sukem
‘juasard 2Iom SIed I} Jey} MOYS P[nod aseqejep sy} Surkionb ‘pajednsoaur 197e]
are Aa1]) JT [[oM Se AeWI Pasn 9A A31[} S}2913S 2IBJINS [} JO SWOS PUE ‘SI1apear ayerd

4!



the oil companies themselves could be trying to catch him in a sting in order to pre-
vent future disruptions to the oil pipeline. If we never extend our hands out to trust
people, we’d never get anything of consequence done, but there always is some risk
that spooks are among us. Before completely jumping in bed with someone, basic
verification on parts of their life via soft or hard questioning can shed light on the
kinds of inconsistencies infiltrators have.

Xochitl and Shawn join Dwayne and Katie at their home. Laid out on the table are
marked topographic maps of the area the pipeline travels through as well as printed
pictures from Dwayne’s surveys. Three of them go over plans in detail, and Katie listens
in and asks questions.

Information should be “need to know.” We don’t know what conversations
happened off screen as to whether or not Katie wants to be directly involved in the
pipeline sabotage, but what we know from later in the film is that she isn’t. If she has
made the decision to not be involved, she should be kept in the dark to the largest
degree possible, and this might include Dwayne never introducing her to Shawn
and Xochitl. She’s seen Shawn before, and we can guess that when he proposed
conspiring to Dwayne, that Dwayne told Katie immediately after since this is often
what is done by people who aren’t security culture conscious activists or those who
are in heteronormative relationships. Xochitl hasn’t yet decided her plan is to be
the public face of the act of sabotage, so preventing Katie from knowing her still
has benefits. Katie may be trustworthy, but people slip up or fold under pressure.
What she doesn’t know, she can’t reveal.

Security is required for reconnaissance and planning too. Dwayne’s
printed pictures have a number of ways of being traced back to him. If he had them
printed by an online service, copies of the data may still exist on their servers. If
they were printed locally in person, someone may have seen them and thought it
was suspicious. After the attack, the person might recall and report it. If Dwayne
printed them himself, his printer might cache a copy in history of completed
jobs. A way to prevent creating this evidence in the first place would be to use
a dedicated memory card and then only display them on his computer via that
card, but never transferring them to the laptop itself. The card can be destroyed
after. Even better yet to prevent leaking of data via thumbnail creation or services
that send all data to “the cloud” like Microsoft’s Recall, they could use a secure
operating system on a USB like Tails.!

9 AKA somebody else’s computer.
10The Incognito Amnesiac Live System. https://tails.net/
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co-conspirators. At the very least, she should try to do this in a less conspicuous
way.

Fully understand your mobile phone’s risks. Earlier we see members of the
crew hide their mobiles or turn them off before discussing sensitive topics. They
have some understanding that their mobiles could record them, but they seem to not
understand that this happens because the mobile could be hacked. If it’s hacked, it’s
possible that it’s fully compromised meaning Signal messages are readable. Leav-
ing their mobile behind to have a private conversation but then having an equally
private conversation on Signal leaves them open to arrest. Further, smashing a mo-
bile might not destroy the data. Doing that or leaving one at work might be more
suspicious than simply purging it and leaving it at home. An absence of evidence
can be more suspicious than “normal” looking evidence."

Metadata kills. Alisha’s attempt to forge footage of her cleaning the client’s
house at the time of the sabotage is an alibi that will not hold up on close inspection.
Dates might be stored in the file name, not just the metadata. The file system the
data is written to will have metadata about the file’s creation and last modification
dates. Even if all these are addressed, there may be a conspicuously missing block
of time from when the footage actually occurred, or there may be double footage
two days later when the security system creates the actual files for that period.
Even if the metadata isn’t damning enough, weather might be recognizably different
on the two days, someone might come by at that time and break the alibi, or the
background hum of lights or other electronics could betray when the recording was
actually made.’® This all assumes modification is even possible as many modern
security systems stream to off-site tamper-resistant storage.

The crew arrives in four separate personal vehicles to the cabin that will be their base
of operations. They set up living spaces and a kitchen, then get to work. They have
printed instructions for building bombs and synthesizing explosives. Four go off to dig
a hole where they will later plant one of the two bombs. Rowan uses her mobile to
take photos of Xochitl and Theo — and only them — that she plans to later give to her
handler.

Cars are traceable too. The crew has been bungling their OpSec with regards
to their phones, so it’s unlikely they’ve thought about whether or not their cars
can be tracked via cell towers. Many modern cars have mobile data connections
for downloading updates and maps. However, the crew lucked out that their cars
are old enough that they don’t contain such technology.’” The motorways they’ve
taken to get from their places of residence to Texas likely had automated license

15For more on these security considerations, see Mobile Phone Security for Activists and Agitators (my
zine) and Signal Fails (not mine).

1This is called electrical network frequency analysis. https://en.wikipedia.org/wiki/Electrical_network_frequency.
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Silence is security. So goes the old saying. When interviewed by the FBI,
Rowan should have shut the fuck up until talking to a lawyer. Nothing good is
going to come from talking. There is nothing worth saying other than nothing
itself.

No, seriously. Don’t tell strangers about your sabotage plans. The film
would lose half its footage and most of its drama if the team wasn’t assembled
through these chance encounters, but Logan is exactly the reason why one should
be cautious. First, strangers are remarkably unreceptive to even minor vandalism
and might report you over that. Second, the kinds of strangers who immediately
start talking about highly criminalized direct action are demonstrating poor secu-
rity culture, and this likely extends to other aspects of their behavior and organizing.
We need to be aware of how information spreads and how one overly talkative per-
son can leak information and not just spoil plans but get everyone arrested. It’s
also not so simple as avoiding complete strangers. Just because someone is known
in your social network doesn’t mean you should trust them to not be a cop. They
could be an informant. Getting off suspiciously easy for serious crimes is a classic
sign of this.

Beware rich kids cosplaying proletariat. Logan being able to call the family
lawyer and choosing not to — and specifically not doing so for his partner who
doesn’t have access to one — is privileged rich kid shit. It’s not unique to rich kids,
but they often toy with the movement more so than others, and they privilege the
aesthetic of a proletarian and/or punk struggle over making material changes. This
isn’t to say that there aren’t genuine class traitors in our ranks,'* but those who we
can call solid comrades will use their prior of current privileges to every advantage
and call in all the favors they can. Logan choosing to not call a lawyer should be a
much larger red flag for Rowan about where his priorities lie. In the film, his refusal
to call in the family lawyer directly leads to him trying to throw a random activist
under the bus to spare Rowan prison.

Xochitl cleans tables at the end of her shift in an empty restaurant. Alisha shows up and
says “Gimme one reason not to turn your ass into the police right now.” Xochitl invites
her inside and explains that she trusts Rowan and that she’s just “a 22 year-old kid who
got fucked over” Xochitl explains how Rowan came clean and that they’ve crafted a
plan where Rowan feeds the FBI intelligence whereby they catch only Xochitl and Theo
but none of the other co-conspirators. She claims the FBI “really just wanna look good”
and that her and Theo’s story being sympathetic might change legal precedent and
inspire more sabotage.

3Though, there is much to say about how previously having privilege or still retaining vestiges of it
can dramatically shape someone’s politics or moral compass.
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Know the motivations and ideals of those you work with. The crew is
in a bind, and how they handle the discovery of Rowan as a re-doubled agent!*
depends on what they believe her primary motivators are. If she is committed to
eco-activism and is willing to go to prison for it, it is possible she could be trusted
to work with them on an offensive counterintelligence operation against the FBI. If
her primary motivator is still to avoid prison, then she might flip again and betray
the crew. The crew will not ever be able to say with certainty that her motivations
are altruistic. That they’ve already worked with the informant and that she might
have sufficient evidence to turn them in anyway complicates this analysis because
refusing to involve her in the plans would expose her to failing as an informant and
being imprisoned. There is no clear winning move.

Offensive counterintelligence is a dangerous game. Tales of offensive
counterintelligence ops being carried out by activists against the cops are extremely
rare. For such an op to succeed, it would need to be exceptionally well-crafted.
Those carrying out the op would need to know with certainty what the police
know and how they’re operating. In the case of our heroes, do they know exactly
what Rowan has told the FBI? Have the cops been doing independent surveillance
of the group? This seems likely as would Rowan have identified the other members
of the group at the request of her handlers. There can be no slip-ups where new
information contradicts old information. They would have to completely trust
that Rowan was genuinely revealing her informant status with no coercion. Had
someone suspected it? Had she been accused? If she’d revealed under those
conditions, it’d be impossible to trust her.

Don’t base your plans on getting arrested. We threat model so that we can
achieve our goals with minimal consequences, but this rather goes out the window
when our goal is to explicitly face consequences. Civil disobedience and purpose-
ful arrest might have had some effect 60 years ago and maybe even earlier in our
lifetimes, but the world has changed, and legal systems are far more punishing for
far smaller crimes than they used to be. It isn’t noble to suffer. If Xochitl’s goal is
to prevent climate change, she is far more likely to achieve that by repeated acts of
sabotage than by being smeared in the press as a terrorist.

From the perspective of her collaborators, they might trust Xochitl now, but
can they trust her to not rat them out after breaking from her time in prison after 5
years? 10 years? 20 years? We can hope that our comrades are that strong, but we
don’t want to be in a position where we have to find out. One comrade purposely
getting arrested endangers all co-conspirators.

Have a realistic understanding of the rules of the game. Strategy and

14A double agent has allegiance to entity X but works for entity Y who tasks them with spying on
X and they use this role feed misinformation to Y. A re-doubled agent is a double agent who flips or is
flipped to have allegiance to Y so that now they are spying on Y’s behalf against X while X believes they
are still a double agent.



