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Definition of Terms
Informant: a person recruited by police to provide information

• Is a member(s), friend(s), or associate(s) of group
• Referred to as ’Confidential Source’ or ’Confidential Informant’ by police

Infiltrator: A person who infiltrates a group by posing as a genuine member.

• May be military, police, intelligence, corporate, private contractor, ’patriot’
• May be citizen facing imprisonment

Snitch: Someone who gives up incriminating evidence to authorities.
Snitch Jacket: Reputation for being an informant. It is used both in police jargon

and street slang. Jacket comes from the ”file jackets” that were used by the police
prior to computerization of records. The phrase has part of its origins in the police
interrogation tactic of threatening criminals who will not cooperate. Ironically police
officers have been known to threaten to publicize or have correctional officers publicize
that a perpetrator’s ”jacket” says they are an informant to get them to inform.

Network: A social structure made up of individuals (or organizations) called
”nodes”, which are linked (connected) by one or more specific types of interdepen-
dency. Radical Networks may have complex links based on friendship, sharing living
space, common interest, common organizational practice, membership in organiza-
tions, shared identity, sexual relationships and connections to a physical space.

5 Basic Infiltrator Types
1. Hang Around: less active, attends meetings, events, collects documents, ob-

serves & listens
2. Sleeper: low-key at first, more active later
3. Novice: low political analysis, ’helper’, builds trust and credibility over

longer term
4. Super Activist: out of nowhere, now everywhere. Joins multiple groups or

committees, organizer
5. Ultra-Militant: advocates militant actions & conflict

• Agent Provocateur: incites illegal acts for arrests or to discredit a group or
movement

Light Undercover: may have fake ID, more likely to return to family life on week-
ends, etc.

Deep Undercover: fake gov’t-issued ID, employment & renting history, etc.

• May have job, apartment, partner, or even family as part of undercover role
• Lives role 24-hours day for extended time (with periodic breaks)
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paranoia through gathering intelligence and communicating in ways that refrain
from alarm and sensationalism.

All communication approaches are contextual, these suggestions are based on
personal experience and reflection and may not apply.

The importance and delicacy of communication with your network can not be
understated. Security issues have a way of bringing out irrational, frustrated and
upsetting tendencies within most people. It is hard to broach a conversation that
focuses on the idea that a person you know could potentially be manipulating and
deceiving you for malicious purposes and in many ways can cause strong tension
and divisions amongst the network.

In my experience with conversations related to dealing with potential under-
covers, there was always a strong sense of division and frustration amongst close
friends on how to approach the person, if at all. With this knowledge, think about
ways to disarm and de-escalate potentially divisive conversations with people be-
fore you have them. The place to start communication is on the ground floor of
general inquiry with explanations that build cases for more research on an individ-
ual or add people to a position on your base of safety.

Think hard about how you want to reveal information you have to your very
closest comrades, to people who are closest with people you are inquiring about,
and of course to the individual you are interested in with the goal being a zero
tolerance for gossip and hurtful rumors. The objective of good communication as
is the objective of countering all aspects of State-led intelligence gathering is not
inherently to reveal undercover activity but to create a safer and less penetrable
network. This desire for personal and collective safety can be helpful in communi-
cation with hostile people in the network over the desire to find a rat that may not
exist.

Communicating with Potential Undercover Operatives
• Know that if they are in your presence and they are working, they very well
may not be alone, in terms of recording devices or unseen law enforcement.

• Wait for confirmation before allegations.
• Watch the ways you threaten people and make choices based on well thought
out plans. Intimidating a peace/police officer is becoming a more widely used
charge.

• Not revealing intentions and a friendly attitude can be more appropriate for
gleaning information than interrogative communication.

Concluding Action if Undercover Informants Discovered
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HardQuestions

Hardquestionsaremeanttobeinterrogative.Theyaremeanttoputtheperson
youarecommunicatingwithonedge,toletthemknowthatyouareseriousabout
retaininginformation.

Thesetypesofquestionsareaimedatrevealinginformationthroughimplied
coercion.Theyworkwithquestionsthatyoucanverifyinthemoment.Where
wereyouborn?Wheredidyougotoprimaryschool?Whatisyourbirthday?
Whatisyourmiddlename?Whatjobdoyouhave?Givemeyourparentsphone
numberandwaitherewithmewhileIverifytheinformation…
PhysicalSurveillance

•LicenseplatesandVINnumbers
•Addressesforsurveillance(garbagechecks,visits)

–RefertoTrackingandMonitoringSupplement

CaseStudies
OntheEastCoastafreedomofInformationrequestledtothedeductionofan
operationalinformant,andthroughinvestigativeeffortstheynarrowedtheirsearch
andsurveilledapotentialinformantuntilconfirmation.

InPittsburghduringtheleaduptotheG-20apopquestionnairewasputon
everybodythatattendedameeting.Whenonepersoncouldnotanswertheques-
tionsadequately,theywereaskedtoleavethemeetinganddisappearedfromthe
network.

WhentravelingtosomenetworksinEuropeitiscommonforpeopletoaskyou
forbackgroundchecksinvolvingphonenumbersofpeopleclosetoyouandother
verifyinginformationbeforeyouenterthenetwork.

AlicenseplatecheckthroughtheMinistryofTransportationinOntariomay
revealwhotheownerofacaris,andwhetherthecarisafleetvehicleorbelongs
toacompanythatdealswithlawenforcement.

ResearchinGuelphrelatedtoverificationofBrendaDoughertyasastudentat
thelocaluniversity,couldhaveoutedherasanundercoverasearlyasSeptember
2009.

CommunicatingWithYourBase
“Ithinkshesacop.”“Why?”“Didyouseetheclothesshewaswearing,and
sheaskedmewhatIthoughtabouthowthedemowent.”“Areyouwasted!”

Contrarytotheverycommon,veryuninformedsnitch-jacketingthatgoeson
inanti-authoritariannetworks,weneedtodevelopasecuritymodelthatlimits
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Part1:AnIntroduction

GOD:IownyoulikeIownthecaves.
THEOCEAN:Notachance.Nocomparison.
GOD:Imadeyou.Icouldtameyou.
THEOCEAN:Atonetime,maybe.Butnot
now.
GOD:Iwillcometoyou,freezeyou,break
you.
THEOCEAN:Iwillspreadmyselflikewings.
Iamabilliontinyfeathers.Youhavenoidea
what’shappenedtome.

DaveEggers

Itmustbemadeclearthatifthereisonethingtotakefromthispamphlet,there
arenofoolproofmethodsforroutingoutundercover’sandinformants.Thispam-
phletisaboutexploringpossibilitiesforcounteringcovertinvestigativeeffortsini-
tiatedorassistedbypolice.Theobjectiveofcounteringallaspectsofstate-ledin-
telligencegatheringisnotinherentlytorevealundercoveractivitybuttocreatea
saferandlesspenetrablenetworktooperateoutof.Dialogueaboutthisissueneed
tobeaddressedwithabitoffinesseastherearemanydangers,disservicesand
fruitlessavenuespeopleworriedaboutundercoverinvestigativeoperationscanex-
plore.Itisclearthatourpracticesindealingwithundercoverinvestigationsneed
invigoratedtheoreticalandpracticalattentioninamannerthatwecancommuni-
cateacrossourpersonalnetworks.Inthelastseveralyearsundercoveroperatives
havebeensuspectedorconfirmedinradicalnetworksacrossthecountry.Inthe
courtrooms,holdingcellsandonthegallows,ornavigatingnewworldsfreefrom
impositionandmisery,wewillrealizeitisonlyuswhocanorganizeourownsafety
andonlyourchoicesthatcanprepareusforfreedom.

ThereappearstobeariseinknowninfiltrationinvestigationsinNorthAmeri-
canradicalnetworks,withthoroughdestabilizingeffectsonourcapacitiestostrug-
gle,comradesfacingheavyrepressionandofcourse,thelessobviousconsequences
onourpersonalmentalstates.Theplacethatwestartiswithdialogue.Werealize
thatorganizinginradicalenvironmentshasledmanyofustohaveexperiencesal-
readywithundercoveroperatives.Wehaveallcriticallythoughtaboutdealingwith
them,andhadpersonalexperienceorhaveheardhistoricalstoriesofindividuals
andnetworksthathavedealtwiththeminthepast.Weallcomefromuniqueor-
ganizingenvironments,andbothournetworksandpoliceinvestigativeoperations
areincrediblydynamic.Theneedfordialogueandpersonalreflectiononmethods
toprovidegreaterprotectionforourselvesandthenetworksweorganizeoutofhas
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become an unavoidable dilemma to confront. Our analysis of the shifting terrain
that makes our networks grow and disband, and thorough communication of these
understandings to other radical networks are our strongest tools for subverting
covert police operations.

A pamphlet that deals with addressing ways to combat undercover investiga-
tive work needs to explain the role of an undercover in relation to much broader
investigative efforts of police. I.e. undercover’s and informants do not exist in vac-
uums. They are not lone gunmen vigilante types. They are employed in specific
investigations to gather information, build cases against people and possibly desta-
bilize the effectiveness of a network. If there is an undercover operative in your
network, they are a visible manifestation of a larger investigation which often but
not always includes surveillance operations, groomers and handlers, and people
working on the more technical aspects of information gathering. In the case of a
recent undercover police operation, it has been revealed that the undercover was
always in very close proximity to two other police officers, while in the presence
of people in the radical networks they were embedded in. They also had a handler
who they met with morning and night to review notes and make daily objectives,
and there were many more police involved in surveillance operations.

There are also various types of covert operatives that have infiltrated and desta-
bilized both radical and criminal organizations. Briefly, there are both shallow and
deep undercover’s. Informants that range from people embedded deeply in radical
movements that decide to switch sides and build cases as well as former allies that
role under repressive pressure. These notes only deal with informants and police
who are entering networks, not states witnesses and heavily embedded informants
who have developed a long history of trust. The question of how to create networks
that are uncompromisingly free of snitches, people who cross the line and states wit-
nesses need to be addressed on a more fundamental level in different settings. For
various case studies, researchAnnaDavies, Jacob Ferguson,WilliamO’Neal,
Rob Gilchrist, Dave Hall, Jay “Jaybird” Dobyns, Alex Caine, Brendan Darby,
Brenda Dougherty, Khalid Mohammad, Andrew Darst.

Protecting your safety is protecting everyone’s safety. The goal of anarchist
agitation is to build a social force that has the potential to destroy hierarchical insti-
tutions and paradigms with solidarity. Other goals include: building infrastructure
and autonomous space, to intervene in conflict, to push tensions to conflict, and
to realize the potentials and interconnectedness of our personal and collective free-
dom. Anarchists expose that liberal concepts of individual freedom are predicated
on dominance and apathy towards others, whereas individual freedom as an anar-
chist concept cannot be severed from the collective, but can also only be personally
defined. An example of this can be seen in offensive struggles and the relevance of
solidarity central to the anti-authoritarian spirit. Attacking police for instance in
Vancouver, is a direct act of solidarity with people in Guelph or anywhere else who
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Note: It would be foolish to include clandestine organizational efforts in
this list.

Your completed map will now reveal several details:

• The level at which people are embedded in your networks by the amount and
types of links they have.

• The types of social connections that people have to each other in a network.

It could reveal…

• That someone you are interested in more communication with is also close
to people that are on your base of safety.

• There are people you or other people in your base of safety organize with
that have tenuous social connections.

• Do you need help from people in your base of safety to assist in the inquiry?

Tactics for Further Inquiry

It is imperative to see the people you want to know more about as people with the
potential to be in your safety network. If you believe that there is no way you will
ever feel safe with that person in your network, there are probably more issues than
just untrustworthy behavior. Consider talking with very close friends from your
base of safety about options, such as, removing that person from your network, or
having a discussion with the person around why you do not want to organize with
them.

SoftQuestions

Soft questions are meant to be asked in subtle and undetected ways and are aimed
at revealing information in a way that masks intention of the questioner.

Think about the environment and atmosphere and attempt to control the envi-
ronmental variables for the questions. A relaxed and comfortable person is more
likely going to have their guard down. They are more likely going to indulge you
to keep up the pleasantries of conversation. It is also impossible to detect shifts in
body language and facial expression when people are stressed out. Subtle and be-
nign questions focused around the direction of aspects of their life that you would
like to know more about may help. If you want to understand their past better,
for example, during a friendly conversation you could steer the direction of conver-
sation to your family history, and maybe ask questions like: What is your mom’s
name? Did she keep her maiden name or is that your dads last name too?
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•doyoulikehowtheycommunicatetoothersaboutsimilarexperiencesyouhave
hadwiththem?

•doyouhaveastrongsenseoftrust?why?

Youwillnowhavedividedlistsofpeople.Someofwhichyouwereateaseanswer-
ingtheabovequestionsforandfeelverysecureandtrustingwith:Thisisyourbase
ofsafety.Otherpeopleonthelistyoumayknowvaryingdegreesofinformation
aboutbuthaverevealedthataspectsoftheirlifeorthewayyourelatetothemmay
bealooftoyou.Youwanttocommunicatemorewiththembeforeaddingthemto
yourbaseofsafety.Youwillrealizethatahierarchyofknowledgeandsafetywill
probablydevelop,wheresomepeoplemayjustneedsmallconversationstofeel
moresecurewith,andotherpeoplemayneedalotofefforttorevealsafety.

Onapersonallevelinvestigativelistsliketheseareformalextensionsofour
choicesinassociationwemakementallyonadailybasis.Thisexerciseistosharpen
ourabilitytomakeinformedandcriticalchoicesaboutthepeopleweassociate
with.Thegoalsintheseassessmentquestionsaretocriticallyunderstandtheso-
cialrelationsthatmakeupday-to-dayinteractionswiththebroadernetworkyou
commonlyrelateto.Analyzingrelationshipsinthismannermaybeeffectivein
bothmappingandrealizinganetworkofrelativesafety,whileexposingaspectsof
peopleyouwanttolearnmoreaboutinthehopesofthembecomingsaferlinksin
yournetwork.Theuseofexerciseslikethisaffirmsabaseofsafetyandallowsfor
pro-activeindividualresearch,preferablyinperiodsofrelativecalm.Takingthe
timeandenergytodothisworkarestepstowardscriticalandempoweringchoices
relatedtooursafetythatstealagencyfromthegripsofparanoidhaplessnessand
fear.

CreateaNetworkMap
Placethelistofpeopleinyournetworkontoanetworkmap.Use3differentcolor
pensormarkerstowritepeoplesnamesonthemap,dependingonwhetherthey
areonyournewbaseofsafety,orsomeoneyouwouldliketoknowmoreabout
beforeaddingthemtoyourlist.

Colour1)BaseOfSafety
Colour2)Peoplethatneedslightlymorecommunicationwith.
Colour3)Peoplethatrequirealotofcommunication.
Nowcreatelinksusingmorecolorstorevealtheperceivedconnectionsofpeo-

plewithinthenetwork.
Colour4)Wholivestogether
Colour5)Whoarepeopleclosesttoyouinthenetwork
Colour6-?)Usemarkerstodefineprojectmembershiptothebestofyourability.

I.e1markerwillbeusedtoconnectthemembersofyourlocalFoodNotBombsgroup,
whileanothermarkerwillbeusedtodefinetheBookstoPrisonersgroup.
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facethesameinstitutionsofrepression.Throughtheseattacks,theweakeningand
theexampleofinsolencehasimplicationsontheinfallibilityofpoliceasenforcers
ofsocialmoralityandourcollectiveabilityandagencytofightthemandwinback
decentralizedcontrol.

Onasimilarlevel,ourabilitytoorganizeourselvesinamannerthatiseffective
instavingofftheinvestigativeeffortsofthecriminaljusticesystem,whilemain-
tainingasocialpresence,isinterwovenwithourconceptsoffreedom.Ihaveheard
peoplewhohavejustbeendealtthedevastatingeffectsofundercoverpolicepillag-
ingtheirsocialnetworksay,”thelessontolearnisthatIneedtodistancemyselffrom
peopleIamnotconfidentinandworkonprojectswithpeopleIknowwell.”Theissue
isthatifweseeundercoveroperationsasathreattoourpersonalfreedomonly,we
makehalfeffortsthatremoveourselvesfromdangerandleaveournetworksopen
toattack.Ifweindividuallyinvestigateandcriticallyexamineallthelinksinour
networksinsteadofremovingourselvesfrompartsofthem,weprovideagreater
securitytoournetworkandourselves.Wearestrengthenedbytheactsofmutual
aidandsolidarity,theyprotectusandatthesametimemakeusmoredangerous
anduncontrollable.

”Letthepigsjoinouractivistgroup,theycancookourfoodandwashourdishes.
Theyaren’tgoingtogetshit,becauseIgotnothingtohide.”Itisstillafairlyprevalent
ideathatcovertpoliceinvestigationsdon’treallyharmnetworksifthemoreclan-
destineculturewithinthesenetworksstayswellsealedfromtheoutside.I.esick
themontheactivistgroupsorifyouareconcernedaboutsomeone,letthemstayin-
volvedinaperipheralwayaslongastheydon’tgetclose.Theconceptcomesoutof
theconceitednotionthatthemilitantisthecenterofinvestigativeefforts.Thislogic
doesnotconsiderthatcriminalinvestigationsintoanti-authoritariannetworksare
meantnotjusttocriminalizemilitantresistance,butdestabilizeandunderminethe
networksthemselvesandcreatesocialprofiles.

Thementalityofthelaissez-faireanarchistinrelationtoinvestigativeefforts
comesoutoflaziness,notwantingtoupsettheherd,notwantingtomakeyourself
looklikeapersonwhoisconcernedaboutpoliceinvestigations,notwantingyour-
selftolooklikeyouaresnitchjacketingsomeone,nothavingthetoolstoinquire
furtheraboutsomeonesbackground,andfeelinghelplessorisolatedandprobably
otherreasonsaswell.Itishumantohavethesefeelingsandrationalitiesbutitis
ultimatelythemostdangerousthingtodo.Intheabsenceofbeingroutedoutof
networks,covertoperativesendupbuildingcredentialsthroughassociation,build-
ingintensivesocialprofilesoneveryone,findingpressurepointstocausetension
andconflictwithinnetworks,entrappingpeople,andmonitoringourdailylives
fromthecomfortofourlivingrooms.

Afinalnote:Theremaybepeopleinyournetworkthatyouareuncomfort-
ablewithorfinddisruptivetoorganizingefforts.Theymaynotbeanundercover
operativebutstillneedtobeconfrontedorremovedfromanorganizingcapacity
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to provide safety or a more functional network. Although the goals may not be
the same, the destabilizing effects of these relationships on networks have similar
effects and should be openly discussed.

Part 2: The Practical Side of a Safer Network

Thank you for teaching us that, against
power, the only lost battle is the one not
fought.

Diego Rios

We attend discussions, read information on and do research about the history
of repression in radical networks at least partially to learn practical lessons that
apply to our life. Below is an attempt to develop an incomplete set of guidelines for
discussion which can be adapted and applied to our networks today.

Briefly we have included some broad suggestions for tools that may be helpful
in aiding personal efforts to create a stronger base of safety.

Building Your Toolbox
• Understand and research the different types of risks that are posed from un-
dercovers, informants and state witnesses.

• Research the historical case studies and impacts of undercover’s, informants
and snitches on social movements and underworld tendencies.

• Review relevant police literature on investigative techniques, to gain insight
into ways undercover police operations may function and to develop inves-
tigative techniques to use in combative ways and gain security.

• Review literature and ongoing discussions related to security culture.
• Examine the history of organizing methods used in radical networks, revo-
lutionary organizations in different eras and places and comparing them to
modern affinity-based organizational models of today’s anarchist networks

• For historical examples research: OCAP, Os Cangaceiros, Rote Zora, The
A.L.F/E.L.F, The Red Army Faction, The I.R.A., The Black Panthers, Insurrec-
tionary Anarchism, Autonomist movements and Anti-fascist resistance in oc-
cupied Europe during WWII. Or read books such as We Are An Image Of The
Future, The Subversion Of Politics, Agents of Repression: The FBI’ Secret War
Against the Black Panther Party and the American Indian Movement, Black
Mask & Up Against The Wall Motherfucker, Argentina’s Anarchist Past: Para-
doxes of Utopia, Confronting fascism: Notes On a Militant Movement Direct
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Action… etc.

Security Guidelines for Discussion

It is easy to hit a bird flying in a straight line.

B. Gracian

This is a security guideline for developing safer networks into 6 parts for fur-
ther discussion. There will never be single solutions. This model may provide sug-
gestions that guide a more secure practice. Ultimately, these structured ways of
creating more secure networks must be very dynamic to continue relevance. As
investigative efforts adapt, so do our practices to stay ahead.

They are:

1. Creating a base of safety list
2. Creating a network map
3. Tactics for further inquiry
4. Communicating with your base
5. Communicating with a potential police informant
6. Concluding action

Create a Base Safety List
Create a list of people that are involved in your networks.

Asking yourself a series of structured questions which reveal your level of safety
with an individual in the network.

• who are the people close to you?
• how do you know them?
• who are your comrades (people you work on projects with)?
• who are the people you likely enter confrontation with?
• what is their historical connection to you?
• how did you meet, where did you meet?
• through which people were you introduced?
• have you met their other friends from different social networks?
• have you met their families?
• can people you trust verify their history?
• are there aspects of their life you have a hard time communicating about or

verifying (work, home, vehicle, aspects of their past)?
• have you clearly talked about and are satisfied with the intentions of the people

you organize with on the projects you mutually work on?


